Paul O'Brien | Insights

BUSINESS CONTINUITY MANAGEMENT

A Practical Guide to Organizational Resilience and ISO 22301

The Ultimate Beginner's Study Companion & Guide to ISO 22301
Distilled key insights, essential frameworks, and practical takeaways based on James Crask's seminal
work, prepared alongside coursework for the CBCIl and GPG certifications.

Author: Paul O'Brien | Learning in Public Series
Date: August 2026

Target Audience: BCMS Beginners, CBCl & GPG Candidates
Reference Text: James Crask, 2nd Edition (2024)

Note to the Reader: When | first decided to dive into building a BCMS and began preparing for my CBCI course, | felt
completely overwhelmed. While studying the BCI's Good Practice Guidelines (GPG) is essential, | quickly realised |
needed a real-world companion to translate high-level standards into everyday actions. This book was my
game-changer. It is my highest recommended read. You can purchase the full text directly at the www.koganpage.com

website.




BUSINESS CONTINUITY & RESILIENCE LEARNING IN PUBLIC SERIES

1. THE CORE PHILOSOPHY: BUSINESS CONTINUITY VS. RESILIENCE

A common mistake for beginners is to use the terms Business Continuity and Resilience interchangeably. James
Crask establishes a clear, rigorous boundary between them. Business Continuity (BC) is defined as the capability
of an organisation to continue or recover operations following a disruptive incident [22]. It focuses on recovery
timeframes and maintaining defined minimum capacities.

Resilience, on the other hand, is not a process or a plan—it is an outcome [22]. It is the cumulative product of good
business continuity combined with a broad range of other aligned risk management activities (such as cybersecurity,
physical security, facilities, operational risk, and financial planning) working in unison to prepare for, respond to, and
adapt to disruptive events [22, 64].

Value Creation vs. Value Protection

Under normal conditions, organisations operate in Value Creation Mode—driving daily business plans, revenue
growth, and corporate strategy [23]. Following a disruption, however, the organisation enters Value Protection
Mode. This mode temporarily shifts the corporate focus away from long-term goals to prioritize life safety, safeguard
critical assets, and maintain core service delivery [23]. Once the threat has been successfully contained, the business
transitions back to value creation [23]. True resilience is measured by the speed, efficiency, and safety of this dual
transition.

The Secret Sauce: Adaptive Capacity

Crask argues that having a document labeled 'Business Continuity Plan' does not guarantee corporate survival [34].
Instead, real-world survival relies on building an Adaptive Capacity—the organizational and cultural flexibility to spot
a potential disruption, quickly pivot, and adapt to a completely new reality [15, 41].

History is littered with companies that failed to adapt and vanished [15]. Those that survived did so by leveraging their
adaptive capacity to radically evolve their entire business models [15, 16]:

« Nokia: Can trace its 19th-century origins to operating paper mills before adapting to electronics and
telecommunications [16].

« Toyota: Began as a manufacturer of automatic weaving looms before transitioning into automotive engineering
[16].

« Wrigley: Originally sold soap and baking soda, pivoting to chewing gum when their promotional giveaways proved
more popular [16].

« Peugeot: Evolved from operating a flower mill to manufacturing bicycles, steel engineering, and eventually global
automotive production [16].

0 NEWBIE TAKEAWAY:

Focus your energy on training your people and building collaborative internal relationships. A written plan is merely a
tool; true resilience is the cultural capability of your staff to adapt, solve problems, and make logical decisions in the face
of absolute uncertainty [28, 140].
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2. THE 5-STEP BUSINESS CONTINUITY MANAGEMENT LIFECYCLE

To build a sustainable capability, Business Continuity Management (BCM) operates as a continuous, repeatable
lifecycle [8, 66]. This system is heavily inspired by the classic Deming Cycle of Plan, Do, Check, Act (PDCA) [68]. At
its heart is the concept of continuous improvement—ensuring that continuity arrangements are regularly reviewed,
tested, and updated based on lessons learned from exercises, live incidents, and audits [42, 68].

Lifecycle Phase Core Activities & BCM Process Newbie Success Tip

1. Analyse

2. Design

3. Implement

4. Improve

5. Embed

Deliver a Business Impact Analysis (BIA) and risk
assessment to identify critical activities,
dependencies, and risk exposures [227].

Develop pragmatic, cost-effective recovery
strategies and solutions for personnel, buildings,
IT, data, and suppliers [24, 253].

Translate designed strategies into concise,
actionable incident response, crisis management,
and business recovery plans [215, 260].

Establish an ongoing training and exercising
regime to validate plans, test solutions, and upskill
response teams [287, 293].

Build a deep culture of resilience through staff
training, onboarding, and regular
awareness-raising campaigns [25, 220].

0 NEWBIE TAKEAWAY:

Keep it simple. Do not get bogged down in
massive data collection. Focus strictly on what is
critical to protect core value.

Avoid over-engineered solutions. Work with local
teams to ensure proposed strategies are realistic
and affordable.

Resist the urge to skip to this step. Plans built
without a BIA and strategic design are
standardless and will fail.

Treat exercises as 'safe-to-fail' learning
environments. A mistake made in a simulation is
a lesson learned for free [287].

Customise your messaging. Senior executives
need high-level strategic assurance, while
ground staff need clear operational triggers [28].

Always complete the BCM lifecycle steps in order. Jumping straight to writing plans (Step 3) is the single most common
cause of failed business continuity programs, because the underlying resource dependencies and recovery strategies
have never been formally analysed, agreed, or validated [227, 255].
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3. OPERATIONAL MECHANICS: INCIDENT VS. CRISIS VS. RECOVERY

A critical first step in BCM is establishing a consistent vocabulary across the entire organisation [105]. In the heat of a
disruption, any ambiguity regarding who is in charge or which team should respond can paralyze an organisation and
cause severe reputational damage [105, 129]. Crask divides response efforts into three distinct phases, which
operate on different timelines and require different levels of strategic authority [109, 110].

Expected Management Effort vs. Elapsed Time

= |ncident Response (Operational Containment)
== Crisis Management (Strategic Decision-Making)
== = Business Recovery (Business Continuity plans)
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Figure 3.1: Expected management input, effort, and duration across incident response, crisis, and recovery phases [109].

1. Incident Response (Operational Containment):

 Focus: Fast-paced, immediate, and highly tactical response designed to contain the issue and manage immediate,
localized physical impacts (e.g., property damage, server room flood, utility failure) [110, 294].

« Staff: Local facilities, IT disaster recovery technicians, or security staff using standard operating procedures [142,
145].

2. Crisis Management (Strategic Decision-Making):

* Focus: Extraordinary, unprecedented situations that threaten the organization's strategic viability, share price,
brand reputation, or regulatory licence [114, 127]. It navigates complex, non-scripted, and highly volatile challenges
[140].

« Staff: Executive leadership and board directors [144, 216]. Focuses heavily on stakeholder trust, legal counsel, and
compassionate communication [132, 144].

3. Business Recovery (Business Continuity):

* Focus: The methodical, longer-term effort to restore disrupted critical activities and resource dependencies back to
pre-agreed operating capacities and normal BA-state [73, 110].

 Staff: Departmental business recovery teams utilizing the pre-tested BCPs developed during the lifecycle [130,
282].
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0 NEWBIE TAKEAWAY:

Ensure your BCM framework has clear, objective ‘trigger' and escalation criteria [122, 136]. This defines exactly when a

localized operational incident (managed by property/IT) transitions and escalates into a strategic corporate crisis
requiring executive board-level response [113, 142].

Study Guide: Business Continuity Management (James Crask) Page 5



BUSINESS CONTINUITY & RESILIENCE LEARNING IN PUBLIC SERIES

4. THE BLUEPRINT FOR BIA (BUSINESS IMPACT ANALYSIS)

The BIA is the absolute foundation of your BCMS [227]. It is the analytical engine that maps your value chain, and
determines exactly which activities are critical, what resource dependencies exist, and how quickly operations must
recover to prevent catastrophic failure [210, 227].

Methodology Process & Strategic Advantages Disadvantages & Pitfalls

Top-Down BIA Starts with the executive team mapping the Can easily miss localized single points of failure,
high-level value chain [229]. Gains rapid critical operational dependencies, or specialized
board-level buy-in, defines clear strategic assets that are only visible to ground-level staff
parameters for the business, and establishes [230].

group-level recovery strategies quickly [229, 231].

Bottom-Up BIA Starts in individual departments via detailed Extremely time-consuming [230]. Can result in a
guestionnaires, workshops, and interviews [230, loss of interest from the business, collect
245]. Provides a highly comprehensive, granular mountains of redundant data, and miss broader
mapping of all resource and IT dependencies group-level recovery options [230, 231].
[230].

Mastering the BIA Vocabulary (With Real-World Analogies)

« MTPD (Maximum Tolerable Period of Disruption): The absolute point in time at which a disruption causes
intolerable, terminal impacts to your business [228].
Analogy: If you are driving to a high-stakes job interview, your MTPD is the exact time the interview panel closes
the doors. Arrive after this, and the opportunity is terminally lost.

« RTO (Recovery Time Objective): Your target resume time for a disrupted activity [228]. The RTO must always be
smaller than the MTPD, providing a necessary safety buffer [228].
Analogy: Your RTO is the time you target to swap a flat tire on your commute, ensuring you still have enough of a
buffer to arrive before the interview doors close (your MTPD).

« RPO (Recovery Point Objective): The maximum amount of data loss your organization can tolerate before
operations are crippled [198]. It dictates how frequently you must back up your data [198].
Analogy: If you are writing a massive university thesis, your RPO is how much work you are willing to re-write if
your computer crashes. An RPO of 1 hour means you save your file every hour; an RPO of 24 hours means you
only back up once a day.

0 NEWBIE TAKEAWAY:

Guard aggressively against ‘criticality inflation’. Department heads often claim their functions have a 1-hour RTO out of
fear of being seen as unimportant to the business. Use objective, pre-defined financial and regulatory business impact
scorecards to challenge, normalize, and validate these assertions [175, 176].
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5. MODERN SUPPLY CHAIN RESILIENCE

Modern supply chains are highly optimized, global, and lean. While efficiency-driven techniques like Just-In-Time
(JIT) manufacturing deliver massive cost savings, they strip out the safety buffers (such as excess inventory or
alternative logistics) needed to absorb shocks [185, 186]. In BCM, every efficiency gained is often a point of resilience
lost [187].

CASE STUDY: THE 2011 FUKUSHIMA XIRALLIC PAINT CRISIS

Following the devastating 2011 Japanese earthquake and tsunami, global automotive giants (Ford, GM, and Chrysler)
faced an unexpected crisis: they had to restrict or stop selling cars in popular red and black shades [190].

The reason was a highly specialized, shiny paint pigment called Xirallic, which was manufactured at only one factory in
the entire world—Ilocated within the evacuation zone of the damaged Fukushima-Daiichi nuclear power plant [192, 193].
None of the automakers realized they shared this single point of failure in their secondary supply tier, highlighting that
critical supply chain vulnerabilities are often buried deep in the lower tiers of your vendors [194].

Triage Criteria for Mapping Critical Suppliers

Triage Category Risk Assessment Focus Pragmatic Mitigation Strategy

1. Critical Products Suppliers providing specialized components or Build strict resilience clauses into vendor
services essential to your RTO-critical activities contracts, mandating formal business continuity
[301]. plans and RTO expectations [313].

2. Niche Markets Suppliers that are sole-source, or highly Establish formal call-off agreements with
specialized, making substitution extremely difficult alternative secondary vendors, or hold increased
[208, 298]. physical buffer stock [210].

3. Accumulation Using the same single supplier across multiple, Aggregate your vendor spend centrally. Review

Risk separate business units in your organization the supplier's financial health, location
[305]. concentration, and disaster recovery [215, 305].

4. Financial Stress Vendors requesting advanced payments, Monitor vendor credit ratings, contract health
undergoing management shakeups, or showing indicators, and prepare a structured in-sourcing
declining service quality [219, 307]. plan [82, 304].

0 NEWBIE TAKEAWAY:

It is impossible to audit all your suppliers [299]. Focus exclusively on your top-priority RTO dependencies. Build
resilience requirements directly into their contracts during the procurement and tendering phase, rather than attempting
to negotiate them later [224, 311].
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6. GOVERNANCE & GAINING BOARD ATTENTION

A business continuity program without senior leadership backing will fail to secure the budget, resources, or executive
authority needed to survive [181]. To keep BCM on the board agenda, practitioners must move away from dry,
standard-centric compliance and focus on strategic risk management [189].

Speaking the CFO's Language (Money Talks)

CFOs are objective decision-makers who balance investment against risk reduction [187, 193]. Instead of asking for
'budget for an ISO 22301 standard’, present data-driven business cases linking BCM to financial exposure [189, 193]:

« Insurance Optimization: Show how an effective business recovery plan can mitigate a factory's net risk exposure
(e.g., the ability to relocate 65% of output to other locations, cutting business interruption values from $20M to a
net exposure of $7M) [194]. Use this data to negotiate lower risk-transfer insurance premium spends [193].

« Capital Provisioning: Demonstrate how robust resilience controls can reduce the capital reserves the firm must
lock away on its balance sheet to provision for operational risks, freeing up capital for active value-creation
investments [187].

The BCM Governance Model: Three Lines of Defence

Line of Defence Strategic Role Specific BCM Responsibilities

1st Line: Local Delivery Owns the risk [208]. Undertakes the BIA, drafts and maintains local recovery
Management plans, ensures staff are trained, and executes the operational response during
a disruption [208].

2nd Line: BCM & Risk Oversight Sets policy, templates, and frameworks [208, 222]. Establishes repeatable
Team methodologies to ensure consistency across business units, aggregates risk
data, and supports recovery strategy design [208, 222].

3rd Line: Internal Audit Assurance Provides completely independent assurance over BCM controls [207].
Conducts compliance audits, and reports findings directly to the Board's Audit
Committee [207, 265].

0 NEWBIE TAKEAWAY:

Ensure there is a clear division of roles [209]. Do not let the central BCM team do the heavy lifting of writing plans on
behalf of the 1st line [266]. Local business units must own their operational recovery arrangements [208].
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7. POST-PANDEMIC REALITIES: COVID-19 LESSONS

The COVID-19 pandemic shattered several long-held BCM planning assumptions and forced the resilience industry
to evolve [275, 276]. Many traditional recovery strategies failed because they assumed a disruption would be
localized and of short duration [277, 278].

« The Fall of Work-Area Recovery (WAR) Sites: For decades, standard office-based BCM relied on expensive,
third-party WAR sites—replicated physical offices where critical teams would relocate. These locations completely
failed during the pandemic because social distancing rules limited their 100-seat capacity to a tiny fraction, forcing
a massive, unplanned shift to remote working [280, 283].

« The Paralysis of Regional Shifting: Large firms assumed they were resilient because they could shift processes
between different global locations. However, because the pandemic was enterprise-wide and global, alternative
sites in other countries were facing the exact same pressures and lockdowns [284, 286].

« Human-Centric & People Risks: Traditional plans were silent on the human aspects of a crisis [287]. During
COVID-19, managing the anxieties, feelings, wellbeing, and mental health of staff became just as important to
survival as technology and buildings [288, 289].

Scenario Stress-Testing: The BCM Practitioner's Best Practice Checklist

« Ensure Plausibility: Build exercises with a highly realistic, believable storyline that forces participants to role-play
in a 'safe-to-fail' environment [287, 293].

« Cover Three Key Phases: Ensure the exercise follows the storyline from the initial response, through a
consolidation phase, and into the long-term recovery phase [297, 298].

« Stress-Test the Interfaces: Multi-team exercises should be run regularly to test the critical hand-offs and
information flow between the 1st, 2nd, and 3rd lines of command [300, 301].

« Broad Range of Impacts: Scenario stress-tests must include property damage, utility failures, cyber attacks,
supply chain halts, and severe staff constraints simultaneously [303, 304].

« Track Actionable Improvements: Document all key decisions, log areas of weakness identified, and track
agreed-upon improvement actions to completion [306, 307].

0 NEWBIE TAKEAWAY:

Build your recovery strategies to be 'scenario-agnostic' [308]. Focus on what resources you need (people, buildings, IT,
suppliers) rather than spending months writing detailed plans for thousands of individual disaster scenarios [309, 310].

Enjoyed the notes? Read more on BCMS and corporate resilience at or follow me on X at
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